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AMENDMENTS TO THE CLAIMS 

Claims 1 through 16 (Canceled) 

17. (Currently Amended) A method of a third party authenticating a transaction 
conducted between a first party and a second party, the method comprising: 

receiving , by a third party, a hard copy transaction certificate with an encrypted 
code by a third party ; 

scanning the received transaction certificate to convert the encrypted code into 
electronic form; 

retrieving a public key of the first party; 

decrypting the converted encrypted code based on the retrieved public key of the 
first party to generate decrypted proof elements; and 

declaring the conducted transaction between a first party and a s e cond party 
including the decrypted proof elements as authenticated by the third party if the 
decrypting is successful. 

18. (Currently Amended) A method of a third party authenticating a transaction 
conducted between a first party and a second party, the method comprising: 

receiving, by a third party, a transaction certificate with an encrypted code; 
retrieving a public key of the first party; 

decrypting the encrypted code based on the retrieved public key of the first party 
to generate decrypted proof elements; and 

declaring the conducted transaction betw ee n a first part>^ and a s e cond party 
including the decrypted proof elements as authenticated if the decrypting is successful. 

19. (Currently Amended) A method of a third party authenticating a transaction 
conducted between a first party and a second party, the method comprising: 

receiving , by the third party, an encrypted transaction certificate; 
decrypting the received encrypted transaction certificate based on a private key of 
the third party so as to generate a transaction certificate with an encrypted code; 
retrieving a public key of the first party; 
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decrypting the encrypted code based on the retrieved public key of the first party 
to generate decrypted proof elements; and 

declarin g, by the third party, the transaction including the decrypted proof 
elements as authenticated if the decrypting is successful. 

20. (Canceled) 

21. (Currently Amended) A computing device for verifyin g, by a third party, a 
transaction conducted between a first party and a second party, the device comprising: 

a receiving module configured to receive a transaction certificate with an 
encrypted cod e olom e nts of th e transaction from th e s e cond party ; 

a retrieving module configured to retrieve a public key of a first party; and 

a decrypting module configured to decrypt the encrypted code based on the 
retrieved public key of the first party to generate decrypted proof elements: and 

a declaring module configured to declare, on behalf of the third party, the 
transaction including the decrypted proof elements as authenticated if the decrypting is 
successful. 

a first e ncr>^ption modul e configur e d to id e ntify at l e ast a portion of th e r e c e iv e d 
transaction e lements as sel e ct e d elem e nts, to encrypt th e s e l e ct e d e l e m e nts bas e d on a 
privat e k e y of th e first party to g e n e rat e an e ncrypt e d cod e , and to attach th e e ncrypt e d 
code and at l e ast a portion of th e received transaction elements to a transaction certificat e ; 

a second encryption module configured to e ncrypt th e transacfion certificat e bas e d 
on a public key of th e second party to g e nerat e an e ncrypt e d transaction certificat e ; and 

a transmission modulo configur e d to transmit th e e ncr>^pt e d transaction c e rtificat e 
from th e first part>^ to the second part>^ 

wherein th e e ncrypt e d transaction certificat e is d e crypt e d by the s e cond party 
based on a privat e k e y of the s e cond party to generate a dccr>^pted transaction c e rtificat e 
with the encrypt e d cod e , wh e r e in th e e ncrypt e d cod e is docr>^pt e d bas e d on a public k e y 
of the first party to g e nerat e d e crypt e d s e l e cted e l e ments, and wher e in the d e crypt e d 
s e l e ct e d e l e ments ar e used to prove th e transaction. 
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22. (Currently Amended) A computing device for verifyin g, bv a third party, a 
transaction conducted between a first party and a second party, the device comprising: 

a submitting modul e configur e d to submit transaction e lem e nts of the transaction 
from th e s e cond party to the first party; 

a receiving module configured to receive a hard copy transaction certificate 
including an encrypted code from the first party to th e second part)^ ; 

a scanning module configured to scan the received hard copy transaction 
certificate into electronic form; 

a retrieving module configured to retrieve a public key of the first party; 

a decrypting module configured to decrypt the scanned encrypted code based on 
the retrieved public key of the first party to generate decrypted proof elements; and 

a declaring module configured to declare, on behalf of the third party, the 
transaction including the decrypted proof elements as authenticated if the decrypting is 
successfiil. 

a first docr>^ption modul e configur e d to d e crypt the oncr>^pt e d cod e to g e n e rate 
decrypt e d proof elem e nts, bas e d on a public key of th e first party, 

wherein th e d e crypted proof e l e m e nts arc us e d to prov e the transaction. 

23. (Currently Amended) A computing device for verifyin g, bv a third party, a 
transaction conducted between a first party and a second party, the device comprising: 

a receiving module configured to receive an encrypted transaction certificate; 

a retrieving module configured to retrieve a public key of the first party; 

a decrypting module configured to decrypt the received encrypted transaction 
certificate based on a private key of the third party so as to generate a transaction 
certificate with an encrypted code, and further configured to decrypt the encrypted code 
based on the retrieved public key of the first party to generate decrypted proof elements; 
and 

a declaring module configured to declare, on behalf of the third party, the 
transaction including the decrypted proof elements as authenticated if the decrypting is 
successful. 
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a submitting modul e configur e d to submit transaction e l e m e nts of the transaction 
from the s e cond party to the first part>^; 

a receiving module configur e d to r e c e ive an e ncrypt e d transaction c e rtificat e from 
th e first party to th e second part>^; 

a first dcpr>^ption modul e configur e d to decrypt th e r e c e ived e ncrypted transaction 
certificate, bas e d on a privat e key of th e second party, to generat e an decrypt e d 
transaction c e rtificat e with on e ncrypted cod e ; and 

a second d e cryption module configur e d to d e cr>^pt the e ncr>^ptcd cod e based on a 
public k e y of th e first part>^ to g e n e rat e d e cr>^pted proof e l e m e nts, 

wher e in the docr)^ptcd proof e lements are used to prove th e transaction. 

24. (New) The method of Claim 18, wherein receiving the transacfion certificate 
comprises receiving an e-mail containing the transaction certificate. 

25. (New) The method of Claim 18, wherein receiving the transaction certificate 
comprises receiving an e-mail containing a URL of the transaction certificate. 

26. (New) The method of Claim 24, wherein the e-mail is sent by the first party. 

27. (New) The method of Claim 24, wherein the e-mail is sent by the second party. 

28. (New) The method of Claim 21, wherein the receiving module receives the 
transaction certificate comprises in an e-mail containing the transaction certificate. 

29. (New) The method of Claim 21, wherein the receiving module receives the 
transaction certificate comprises in a URL containing the transaction certificate. 

30. (New) The method of Claim 28, wherein the e-maii is sent by the first party. 

31. (New) The method of Claim 28, wherein the e-mail is sent by the second party. 
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